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Executive Summary

Security breaches involving highly visible companies such as Equifax and JPMorgan 
Chase are in the news constantly, but each day many lesser-known organizations 
struggle to remediate security risks and deal with attacks. It’s no surprise that in a 
recent Gartner survey, 95 percent of CIOs said they expect cybersecurity threats to 
increase and impact their organizations and that digital security ranks high on the 
CIO agenda (Source: 2018 Gartner CIO Agenda Survey, October 2017) Fortunately, the 
majority of breaches stem from issues that are easily addressed. This paper will take 
a closer look at how you can improve your security program to address the highest 
priorities.

According to Gartner, “81% of web-based applications are compromised as a result 
of stolen credentials or rogue users.” (Source: “2017 Data Breach Investigations 
Report,” Verizon) That’s very low-hanging fruit. Once you have addressed this low-
hanging fruit, Gartner notes that “Only a small number of vulnerabilities go on to 
be exploited in real-world attacks.” (Source: “It’s Time to Align Your Vulnerability 
Management Priorities With the Biggest Threats,” Gartner, 9 September 2016) So 
where should you focus your efforts? There are five essential areas that can be 
tackled with relative ease to improve your security posture as part of a holistic 
security approach:

1. Inventory your software

2. Establish secure configurations

3. Provide appropriate access

4. Monitor and audit

5. Protect against vulnerabilities

Industry security experts and government agencies such as the United States 
Department of Homeland Security (DHS) recommend implementing holistic 
security — also known as “layered security” or “defense-in-depth” — which protects 
your applications and databases by blocking the attack vector and alerting to 
attempted attacks.

Reliance on single-minded security strategies, such as vendor patches that stop 
attacks but do nothing to detect and aid in response, are no longer sufficient. Part 
of a modern layered security strategy requires using tools and methodologies, 
including people, process and technology, that address your environment. 

What is Layered Security (AKA Defense in Depth)?

Layered security employs multiple levels or layers of security controls designed 
to provide comprehensive protection against the misuse of data assets and 
their supporting infrastructure. Because there is no single security solution 
capable of protecting against all threats, each layer covers gaps in the others’ 
protective capabilities.

 

Reliance on single-minded 
security strategies, such as vendor 
patches that stop attacks but 
do nothing to detect and aid in 
response, are no longer sufficient. 
Part of a modern layered security 
strategy requires using tools and 
methodologies, including people, 
process and technology, that 
address your environment.

https://www.dhs.gov/sites/default/files/publications/DHS-4300A-Sensitive-Systems-Handbook-v11_0.pdf
https://www.dhs.gov/sites/default/files/publications/DHS-4300A-Sensitive-Systems-Handbook-v11_0.pdf
https://www.dhs.gov/sites/default/files/publications/DHS-4300A-Sensitive-Systems-Handbook-v11_0.pdf
https://www.techrepublic.com/blog/it-security/understanding-layered-security-and-defense-in-depth/
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The United States Industrial Control Systems Cyber Emergency Response Team 
(ICS-CERT) adds that layered security or “Defense in Depth employs a holistic 
approach to protect all assets, while taking into consideration its interconnections 
and dependencies, and using an organization’s available resources to provide 
effective layers of monitoring and protection based on the business’s exposure to 
cybersecurity risks.” (Source: Recommended Practice: Improving Industrial Control 
System Cybersecurity with Defense-in-Depth Strategies Industrial Control Systems 
Cyber Emergency Response Team, September 2016)

Layered security can be visualized using the proven defense-in-depth model 
originated by the military. In this model, multiple layers of security controls are 
placed throughout the IT system to protect applications and data from a myriad of 
attacks. As the Department of Homeland Security states, “There is no single or set of 
defensive techniques or programs that will completely avert all malicious activities. 
Multiple defensive techniques and programs should be adopted and implemented 
in a layered approach to provide a complex barrier to entry, increase the likelihood 
of detection, and decrease the likelihood of a successful compromise.” (Source: 
US-Cert: Intrusions Affecting Multiple Victims Across Multiple Sectors, April 2017) 
Aligning a number of strategies and components will provide exceptionally effective 
protection. Layered security can involve security protocols at the system, network 
and application levels or at the transmission level, where security experts may focus 
on data-in-use over data-at-rest.

DATA
Database Security
(DBF, DAM, Encryption)

Application Security
(WAF, IPS)

Log, Monitor & Alert
(SIEM)

Logical Security
(Authorization, Authentication, Access Control)

Endpoint
(Anti-malware, Containerization)

Network Security
(IPS, Firewall, Segmentation, Activity Monitoring)

Encryption
(Data in transit, Data at rest)

Training and Awareness

SECURITY ATTACKS

Figure 1: Layered Security Model

Industry security experts, including Rimini Street’s Global Security Services (GSS) 
team of security architects, recommend implementing this layered security 
approach, which protects your systems by blocking attack vectors at each layer 
shown in Figure 1. While prevention is clearly key, just as important is detection, 
helping to ensure that your layered defense also provides alerts. While attackers 
may rattle the door knob and find it locked, they will also look for other points of 
entry. Taking this critical intelligence and responding to an attack ensures that other 
(potentially even unrelated) systems do not fall prey to attacks.

https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://www.us-cert.gov/ncas/alerts/TA17-117A
https://www.us-cert.gov/ncas/alerts/TA17-117A
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Today, an entire ecosystem of layered security options, including end-point protection, 
application protection, multifactor authentication (MFA), network security devices, 
event correlation and process controls, are combined, delivering a layered security 
strategy that provides comprehensive, enterprise–level protection with prevention, 
detection and response.

This paper will look at the following essentials you should focus on as minimum 
elements of a layered security defense (Figure 2).

 

Inventory
Know what you have

Access
Correct provisioning and deprovisioning are key 

Monitor and Audit
It’s important to know what’s happening 

Vulnerability Protection
Reduce the surface area for attacks

Configuration
Secure configuration is the best baseline

Figure 2: Essentials of Layered Security
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Determine Your Information Risk Profile

Before you can implement the right security components, you have to understand 
the risk profiles of your systems and the risk tolerance of your organization. 
There is a positive tension between the business and security/risk management 
professionals who are looking to minimize risk as much as possible. While this paper 
is not designed to dive deeply into this topic, there are some basics to consider. 
ISACA “Key Elements of an Information Risk Profile” provides excellent guidance, 
represented by the classic CIA triad of Confidentiality, Integrity and Availability as 
seen in Figure 3. The first step is to categorize your systems by business processes. 
Some systems, due to their nature, present a higher level of risk. For example, an HR 
payroll system with personal identification data that is connected to the internet for 
the purpose of self-service, is considered a higher risk than a procurement system 
that is not connected to the internet. The risk profile for the HR system demands a 
greater degree of protection than the procurement system.

 

Key Business Processes Confidentiality Integrity Availability

Payroll and benefits High High High

Credit and collections High High High

Web presence High High Medium

Billing and receivables Medium Medium Medium

Supply chain management Medium Medium Low

Messaging and communications Medium Low Low

Procurement and payables Low Low Low

Current Information Risk Levels By Key Business Processes

Figure 3: ISACA Journal 2013

 

https://www.isaca.org/Journal/archives/2013/Volume-4/Pages/Key-Elements-of-an-Information-Risk-Profile.aspx?utm_referrer=
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1. Inventory — Know What You Have

The risk that these systems face can then be translated into a material business 
impact, including financial loss, employee productivity loss and time of availability 
loss. ISACA categorizes impact as catastrophic, major, moderate, minor and negligible. 
(Source: ISACA: Key Elements of an Information Risk Profile, 2013) By establishing 
risk profiles and updating them regularly, organizations can balance the needs 
of the business and practicality of security efforts with a solid risk management 
program. Depending on how your specific systems are classified, you will prioritize 
implementation of your security components. 

How can you protect something you don’t know you have? The first step in creating a 
layered security program is to inventory your in-scope systems. This is not a one-time 
process. A continuous practice is required to regularly scan and identify applications 
and databases throughout the entire organization. Rogue or unknown software, when 
found, must be officially vetted and brought under formal management processes. 
It is unusual to find rogue software within an ERP application, but it is very common 
with databases, which is where we’ll focus in this section. 

With large ERP applications, production databases are commonly copied or cloned 
to create development, test, and support environments (Figure 4). This process is 
complicated when business-sponsored operational projects request additional 
database copies of varying lifetimes. As projects reach different milestones, 
database copies are deleted, and new copies are made. Likewise, new production 
databases can be introduced.

 

Test

Development

Support

Production Non-Production

Data 
Warehouse

Production

Clone/Copy

Figure 4: Data Lifecycle Process

As new databases are identified, each database must be classified according to what 
type of data it contains — especially sensitive or personal data. Again, this is not a 
onetime event; a routine must be put into place to track information about sensitive 
data, because just as rogue databases can be found, rogue sensitive data may be 
present. For example, database administrators commonly create copies of tables 
before running data-fix scripts. The accumulation of such tables, if they contain 
sensitive data (e.g., U.S. Social Security numbers), create security risks and issues. 

 

The first step in creating a 
layered security program is 
to inventory your in-scope 
systems. This is not a one-time 
process. A continuous practice 
is required to regularly scan 
and identify applications and 
databases throughout the entire 
organization. Rogue or unknown 
software, when found, must be 
officially vetted and brought 
under formal management 
processes. It is unusual to 
find rogue software within an 
ERP application, but it is very 
common with databases.

https://www.isaca.org/Journal/archives/2013/Volume-4/Pages/Key-Elements-of-an-Information-Risk-Profile.aspx?utm_referrer=
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RISK ALERT!
A major financial institution experienced a breach due to compromised 
administrative credentials. The institution had implemented multifactor 
authentication (MFA) for “all” systems. However, there was an unknown 
system where MFA was not installed, allowing stolen credentials to facilitate 
a data breach.

As you catalog your sensitive data, seriously consider if you truly should be 
collecting and storing certain data elements. As we shift away from Social Security 
numbers as a commonly used identifier, it’s important to review what type of data 
you retain. If you can’t find a true business requirement for the data, consider a 
cleanup effort and options.

One other important consideration for sensitive data is to decide if you want to 
keep it in your database or if it would be best to outsource it to someone else. A 
classic example is credit card and payment data, with many organizations embracing 
tokenization and point-to-point encryption. Many organizations have already 
outsourced the processing of credit card payments, and very few organizations plan 
to continue storing and processing their own cardholder data. Payment processors 
have made it easy to remove this data from your systems, but it doesn’t end with 
credit card data. Tokenization vendors are making it possible to outsource the 
storage of other sensitive data like personally identifiable information (PII). Moving 
this data out of enterprise systems can ease compliance challenges.

Some solutions, once they inventory your systems, can actually alert you to modules 
that are not active. This can reduce application attack surface area, preventing 
access to unused application modules and unused web pages and eliminating them 
as a potential target. 

The inventory process to identify both databases and sensitive data must be 
programmatic. For organizations with hundreds, if not thousands, of databases and 
applications, tools from vendors such as Snow, Imperva, IBM, Flexera and Integrigy 
can greatly assist in automating the discovery process.

Key Action Items:

 ― Inventory all your databases and applications

 ― Catalog your data types 

 ― Consider outsourcing sensitive data such as credit cards
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2. Configuration — Secure Configuration Is the 
Best Baseline

The importance of configuration cannot be stressed enough. Default configurations 
are rarely designed with security best practices in mind. The default configurations 
for applications and databases are designed for the speed and efficiency of the 
initial installation and setup. This includes the use of well-known default passwords, 
simple password requirements, and the creation of highly privileged as well as 
demo and test accounts (users). Such configurations are vulnerabilities that must 
be removed.

 

RISK ALERT!
More than 27,000 databases accessible via the internet were compromised and 
infected with ransomware, due to an insecure software default configuration 
that was never changed.

Once an inventory has been created, each identified database must have its 
configurations hardened according to security best practices. Configuration 
management is a core concept of the IT Infrastructure Library (ITIL) change 
management process. Change management aims to control the lifecycle of assets 
to enable beneficial changes to be made with a minimum of disruption to IT services. 

Over time, adjustments to configurations and functionality will be required, and 
older software will naturally have more changes. Regardless of the type of change, 
configuration management ensures that these changes are tested and approved 
before being migrated to production and that documentation (when, who, how and 
where) is logged as well.

Before deployment to production, configurations should be documented, especially 
for those configurations that define or influence security. Also, as part of the go-live  
process, each database and application should utilize an appropriate secure baseline  
configuration representing recommended security best practices along with testing 
effectiveness on deployed controls by performing penetration testing.
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The Security Technical Implementation Guide (STIG) is a cybersecurity methodology, 
developed for the Department of Defense for standardizing security protocols and 
can be an excellent starting place to properly configure common software including 
databases such as Oracle and Microsoft. Following are a few examples of secure 
configuration guides to get you started. The vendor or your support provider can 
provide guidance for other products.

Oracle Database 10g Instance STIG: https://www.stigviewer.com/stig/oracle_
database_10g_instance/ 

Oracle Database 11g Instance STIG: https://www.stigviewer.com/stig/oracle_
database_11g_instance/ 

Oracle Database 12c Instance STIG: https://www.stigviewer.com/stig/oracle_
database_12c/ 

Microsoft SQL Server 2012 Database: https://www.stigviewer.com/stig/microsoft_sql_
server_2012_database/ 

MS SQL Server 2014 Database STIG: https://www.stigviewer.com/stig/ms_sql_
server_2014_database/ 

MongoDB 3.4: https://docs.mongodb.com/manual/release-notes/3.4/?_ 
ga=2.124307722.100705339.1509040383-1611581913.1509040382#security-enhancement

Applications 
Oracle E-Business Suite Secure Configuration Guide — a comprehensive guide for 
EBS with more than 160 pages of configuration direction. For additional information, 
contact Rimini Street at info@riministreet.com

Oracle PeopleSoft: https://apps.questdirect.org/eweb/upload/CFP_Files/Security_
Check_ListOnPremise_and_Cloud(1ebb821bc798406eaeec9706cff984e4).pdf

 

Key Action Items:

 ― Immediately after an install, change the default 
configuration to make sure it is secure

 ― Regularly check your configurations to make sure they 
are secure

 

https://iase.disa.mil/stigs/Pages/index.aspx
https://www.stigviewer.com/stig/oracle_database_10g_instance/
https://www.stigviewer.com/stig/oracle_database_10g_instance/
https://www.stigviewer.com/stig/oracle_database_11g_instance/
https://www.stigviewer.com/stig/oracle_database_11g_instance/
https://www.stigviewer.com/stig/oracle_database_12c/
https://www.stigviewer.com/stig/oracle_database_12c/
https://www.stigviewer.com/stig/microsoft_sql_server_2012_database/
https://www.stigviewer.com/stig/microsoft_sql_server_2012_database/
https://www.stigviewer.com/stig/ms_sql_server_2014_database/
https://www.stigviewer.com/stig/ms_sql_server_2014_database/
https://docs.mongodb.com/manual/release-notes/3.4/?_ ga=2.124307722.100705339.1509040383-1611581913.1509040382#security-enhancement
https://docs.mongodb.com/manual/release-notes/3.4/?_ ga=2.124307722.100705339.1509040383-1611581913.1509040382#security-enhancement
mailto:info@riministreet.com?subject=Oracle E-Business Suite Secure Configuration Guide
https://apps.questdirect.org/eweb/upload/CFP_Files/Security_Check_ListOnPremise_and_Cloud(1ebb821bc798406eaeec9706cff984e4).pdf
https://apps.questdirect.org/eweb/upload/CFP_Files/Security_Check_ListOnPremise_and_Cloud(1ebb821bc798406eaeec9706cff984e4).pdf
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3. Access — Get It Correct — Provisioning and 
Deprovisioning Are Key

Once your inventory has been created and the software hardened, access 
management and configurations must be reviewed. Most software security 
vulnerabilities require a valid connection to the application or database. Ensuring 
that existing accounts are authorized and that any accounts created in the future 
will also be valid, requires several key processes to be in place.

The first step in access management is to review access to all accounts, including 
user, admin and service accounts. Ensuring that unnecessary access is removed is 
key (the principle of least privilege) — if users cannot connect in the first place, the 
number of vulnerabilities that can be exploited is dramatically reduced and in most 
cases eliminated. Stale, unused and obsolete accounts must be deleted. Over-
privileged accounts should have their access appropriately adjusted.

Key Access Management Processes

Provisioning

The process of creating user accounts and determining what privileges are granted 
to each account is referred to as provisioning. Provisioning must be a formal 
process that is thoroughly audited and monitored. Without formal provisioning 
processes, access management will quickly disintegrate into weak and ineffective 
security controls. All accounts must be documented, even those created and used 
by applications. It is strongly suggested to use the classification scheme depicted in 
Figure 5 to systematically classify accounts by usage and associated security risks. 
At a minimum, accounts should be grouped into three primary categories: database, 
application and user.

 

Provisioning (P)
P1 - Identity & privilege request
P2 - Request approval
P3 - Identity creation
P4 - Privilege assignment
P5 - Communication

Authentication & Authorization (A)
A1 - Identity authentication
A2 - Password controls
A3 - Privilege determination
A4 - Identity & privilege validation
A5 - Segregation of duties

Administration (M)
M1 - Password changes
M2 - Password resets
M3 - Account locking
M4 - Account expiration
M5 - Password expiration

Deprovisioning (D)
D1 - Revocation notification
D2 - Revocation request
D3 - Identitity revocation
D4 - Privilege revocation

Figure 5: Access Management Lifecycle

Ensuring that unnecessary 
access is removed is key (the 
principle of least privilege) —  
if users cannot connect in 
the first place, the number 
of vulnerabilities that can be 
exploited is dramatically reduced 
and in most cases eliminated.
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Authentication and Authorization

The authentication process determines who can log into a database or application. 
Authorization determines what they can do once they log in. Additional security can 
be enabled using additional factors (multifactor authentication) such as text, tokens 
on a USB stick or even biometrics. 

Authentication defines whom you trust and authorization defines what you trust 
them to do once they have logged in. It’s pretty straightforward and traditionally 
employs a username and password. Database authorization, in particular, is complex. 
The number of features provided by databases, such as Oracle Database, allows an 
extremely large number of privileges to be granted. Privileges include the ability to 
create users, read data on certain tables or read data from any table, as well as to 
update and change data.

Least Privilege and Drift

A critical determination of authorization needs to focus on least privilege. “The 
principle of least privilege (POLP) is the practice of limiting access to the minimal 
level that will allow normal functioning. Applied to employees, the principle of least 
privilege translates to giving people the lowest level of user rights that they can 
have and still do their jobs.” (Source: Margaret Rouse, WhatIs.com) The concept of 
least privilege should be the guiding principle when creating and auditing accounts. 
Granting full control over the database to an account for no other reason than the 
requestor did not know what privileges he or she needs is a clear security violation. 
The most important privileges to secure within a database are those that define 
and govern the database. Users with these privileges have full control over the 
entire database, including the ability to read and to change any and all data within 
it. Those users are commonly referred to as database administrators (DBAs). DBA 
privileges should only be given to highly trusted staff.

 

RISK ALERT!
A hack on a media giant was found to be the work of a disgruntled former 
employee. The company apparently neglected to deprovision the employee, 
resulting in embarrassing disclosure of employee and other confidential 
information.

Granting DBA privileges unnecessarily, especially when granted to accounts with 
well-known default passwords, will easily defeat any security measures, both 
within the database and the supporting application. Finding database accounts 
with unneeded DBA privileges (or significantly elevated privileges) is a common 
occurrence. These situations are usually not malicious, but the result of oversights, 
poor design, support or development activity.

Organizations face significant risks with access management over time as 
applications are updated and changed, as well as with accounts that are changed 
due to human resource activities (hires, transfers, layoffs, etc.). Consequently, if not 
addressed routinely, least-privilege security deteriorates as privileges accumulate 
and/or are forgotten. 

Granting DBA privileges 
unnecessarily, especially when 
granted to accounts with well-
known default passwords, 
will easily defeat any security 
measures, both within the 
database and the supporting 
application.

http://searchsecurity.techtarget.com/definition/principle-of-least-privilege-POLP


Rimini Street  |  Securing Your Systems with a Next-Generation Layered Security Strategy 13

Regular audits of accounts and privileges (often called “recertification”) are required 
to enforce least-privilege appropriate to job function. These audits must also 
largely be automated to ensure timeliness and consistency. Tools such as Integrigy 
AppSentry, Imperva and IBM Guardium can assist with these audits and report on 
changes over time.

Administration

Who is allowed to edit or alter accounts and when and why accounts are edited 
must be formal processes. Each change to an account must be documented; 
otherwise the change may be deemed a security event.

Deprovisioning

All accounts follow a lifecycle. Accounts that are no longer used create multiple 
security vulnerabilities and must be closed. Like provisioning, a formal process is 
required to document who, when, how and why each account is closed.

 

Key Action Items:

 ― Institute formal provisioning and de-provisioning  
processes

 ― Review least-privilege access authentication and 
authorization

 ― Review your administration process

 ― Research activity monitoring software
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4. Audit and Monitor — It’s Important to Know 
What’s Happening

To maintain an ongoing effective security posture and to verify the trust of privileged 
users such DBAs administering the database, auditing must be introduced.

Auditing verifies that the controls that have been established are being followed. 
Users are authorized only for certain privileges. Auditing identifies when users’ 
privileges have changed or when they try to exercise privileges that they have not 
been authorized to have and/or use.

A common audit framework should be applied consistently across the entire 
enterprise. This will offer a single lens through which to view activity and make 
security decisions. The foundation of the framework should be a set of security 
events and actions that are audited and logged in all databases. These security 
events and actions should be derived from and mapped back to the key compliance 
and security standards that most organizations already have in place for compliance, 
such as the Health Insurance Portability and Accounting Act (HIPAA), Payment Card 
Information Data Security Standards (PCI DSS), and Sarbanes-Oxley (SOX) (Figure 6). 

 

Payment Card
(PCI DSS)

SOX
(COBIT)

HIPAA
(NIST 800-66)

Foundation Security Events and Actions
(logins, logoffs, account creation, privileges, etc.)

FISMA
(NIST 800-53)

IT Security
(ISO 27001)

Database

Native Auditing DB Log FilesSyslog

Application

Sign-on NavigationAudit Trails

Centralized Logging Solution

Protected Audit Data Alerting & Monitoring Reporting Correlation

Figure 6: Mapping framework for auditing

A common audit framework 
should be applied consistently 
across the entire enterprise. 
This will offer a single lens 
through which to view activity 
and make security decisions. The 
foundation of the framework 
should be a set of security events 
and actions that are audited and 
logged in all databases.
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Auditing cannot be effectively done manually, and while enterprise applications and 
databases often have built-in functionality to assist with auditing, it’s more effective 
to implement a third-party solution to manage this critical process. Solutions for 
applications include products from Integrigy, FulcrumWay and CaoSys. Solutions for 
databases include products from McAfee and IBM. Public companies working with 
external audit firms are also likely to be asked to run scripts that review segregation 
of duties (SoD) conflicts and the above-mentioned solutions for applications will 
also allow SoD review.

 

RISK ALERT!
A breach at a global accountancy firm went unnoticed for several months. 
During this time hackers were able to exfiltrate confidential data undetected.

 

Key Action Item:

 ― Implement audit and monitoring solutions for enterprise 
applications and databases
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5. Vulnerability Protection — Reduce the 
Surface Area of Attack

As mentioned earlier, enterprise application and database security starts with 
understanding your risk profile, which usually depends on how users access the 
application. Organizations that allow access to their ERP systems via the internet 
will address risk differently from those that limit access from their internal network. 
Those with external access will often implement ERP-specific security solutions, 
while those with only internal network access may leverage other solutions, which 
may be an existing security investment. Vendor software patches were considered, in 
the past, the only option to protect against vulnerabilities. In a perfect world, given 
unlimited budget, an unlimited timeline and resources, plus the ability to schedule 
system downtime at will, vendor patches could continue to be a piece of the 
puzzle. But most organizations operate in the real world and must be responsible 
with their resources, budgets and time, which requires security professionals to 
embrace a modern holistic strategy that incorporates a number of options. Oracle 
agrees, noting “systematic patching of all systems is typically not possible in large 
environments because of costs and resources required” and that “stakeholders 
[at customers may] find it very difficult to justify the production impact of security 
patching efforts (e.g., downtime).” (Source: “Recommendations for Leveraging the 
Critical Patch Update and Maintaining a Proper Security Posture,” Oracle, November 
2010)

“The lofty goal of ‘patch everything, all the time, everywhere’ is not 
only rarely fulfilled, it is causing friction between IT security and IT 
operations.”

“It’s Time to Align Your Vulnerability Management Priorities With the Biggest 
Threats,” Gartner, Sept 2016

Vendor Patching — a False Sense of Security

Traditional vendor patching models are considered by many to be dated and 
ineffective because they can be incomplete, late to be published and slow to be 
applied, leaving enterprise systems vulnerable for months — sometimes even 
years. In fact, many companies only patch once per year during a holiday — if at 
all — due to the massive downtime and manpower associated with applying vendor 
software patches. 

Industry analyst and survey reports demonstrate that traditional software vendor 
security patching models do not mitigate all security vulnerabilities for all products. 
For example, according to Aberdeen Group, “42% of vulnerabilities publically disclosed 
during the calendar year… still had no [vendor] patch available at year-end.” (Source: 
Aberdeen Group, Virtual Patching and Database Security: An Effective Compensating 
Control, April 2013) Further, many products and releases are in the “de-support” 
or limited support lifecycle phase, and no security updates are provided — one 
example includes a recent survey where 74 percent of Oracle Database licensees 
have instances that are no longer receiving Oracle security patches from the vendor. 
(Source: Rimini Street, 2017 Survey Report. The Hidden Truths About Oracle Database 
Support)

Traditional vendor patching 
models are considered by many 
to be dated and ineffective 
because they can be incomplete, 
late to be published and slow to 
be applied, leaving enterprise 
systems vulnerable for months — 
sometimes even years.

https://www.riministreet.com/the-hidden-truths-about-oracle-database-support
https://www.riministreet.com/the-hidden-truths-about-oracle-database-support
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Vendor Patches Are Not Published Reliably, in a Timely Manner

A sample of 11 of one vendor’s security patches shows that the average time 
from discovery until patch release is 161 days. Further intensifying this window of 
vulnerability, the half-life of vulnerabilities is less than 30 days, so the majority of 
cyber-attacks happen before a security patch is released. (Source: Qualys Research, 
“The Laws of Vulnerabilities 2.0)
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Figure 7: Vendor Security Patch Release Delay

Vendor Security Patching Case Study: Oracle TNS Listener Poison Attack 

The following case study demonstrates why relying on traditional software vendor 
security patching model is risky.

Source: 60% of Databases Are Vulnerable to “TNS Listener Poison” Attack

One of the most infamous Oracle vulnerabilities was the TNS Listener Poison Attack 
(CVE-2012-1675) that was reported to Oracle in 2008. It took Oracle four years to 
respond to the reported vulnerability, and even when the company did so, it did not 
provide a workaround until another year had passed. It did not provide a patch for 
another year, for a total of six years from vulnerability report to patch, and then only 
for 12c. In 2016, 60 percent of Oracle Databases assessed were still vulnerable to TNS 
as shown in Figure 8 on the next page. 

One of the most infamous Oracle 
vulnerabilities was the TNS 
Listener Poison Attack (CVE-
2012-1675) that was reported to 
Oracle in 2008. It took Oracle 
four years to respond to the 
reported vulnerability, and even 
when the company did so, it did 
not provide a workaround until 
another year had passed. It did 
not provide a patch for another 
year, for a total of six years from 
vulnerability report to patch, and 
then only for 12c.

https://www.qualys.com/research/vulnlaws
https://www.qualys.com/research/vulnlaws
https://www.integrigy.com/files/Integrigy Oracle TNS Poisoning Attacks.pdf
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2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

CVE - 2012 - 1675
The TNS Listener Poison 
Attack is reported.

June 2013
Oracle 12c workaround 
but can be disabled.

2016
60% of databases assessed 
are still vulnerable to TNS.

June 20, 2014
Oracle BD 11.2.0.4 remains 
unfixed and still vulnerable 
to threat.

April 30, 2012
Oracle security alert-
promise of a future patch.

Oracle states it will not 
offer a fix in any upcoming 
Critical Patch Update.

Figure 8: TNS Listener Poison Timeline

Vendor patches are burdensome to apply, including costly regression testing due to 
software code changes

The time, cost and risk of traditional security patching leads many organizations 
to delay or forego applying some or all vendor patches — leaving their systems 
vulnerable. Vendor patches change software code and can require significant testing 
and downtime and can even create system problems. (Source: “Virtual Patching and 
Database Security: An Effective Compensating Control” Aberdeen Group, 2013) Gartner 
notes that “the average time it takes for an organization to remediate a known 
security vulnerability is 103 days,” and legacy systems not receiving patches are 
“exposed for an indefinite period of time.” (Source: “When You Can’t Patch It, Protect 
It From the Network,” Gartner, Nov 2016)

“The implementation of a well-placed mitigation measure… is a 
preferable solution to forcing unachievable goals of patching 100% 
of all vulnerable systems.”

“When You Can’t Patch It, Protect It From the Network,” Gartner, Nov 2016

Vendor patches are costly and disruptive to business

Vendor patching has a negative impact on revenue and user productivity in addition 
to the cost of administrative staff. The Aberdeen Group Report “Beyond the Patch: 
Reducing the Risk of Database and Application Vulnerabilities” says that for a mid-
sized company with 100 database instances, the traditional vendor security patching 
model has a median business cost of around $4 million.

RISK ALERT!
A large consumer information agency was breached, allowing huge amounts 
of consumer data to be stolen. IT failed to deploy a patch, and a scan to 
identify remaining vulnerabilities did not uncover the problem. Virtual 
patching could have been installed automatically, protecting against the 
breach and alerting the agency about any attempted attacks.

Gartner notes that “the average 
time it takes for an organization 
to remediate a known security 
vulnerability is 103 days,” and 
legacy systems not receiving 
patches are “exposed for an 
indefinite period of time.” 
(Source: “When You Can’t Patch It, 
Protect It From the Network,” 
Gartner, Nov 2016)”

https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
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Compensating Controls and Virtual Patching 

As part of a holistic, layered security program, the strategic deployment of 
compensating controls, including virtual patching, provides an important shield from 
intrusive exploits that companies face every day.

Virtual Patching is a policy enforcement point external to the 
resource being protected, that identifies and intercepts exploits of 
vulnerabilities before they reach their target. It is a very effective 
compensating control. 

“Virtual Patching and Database Security: An Effective Compensating Control” 
Aberdeen Group, 2013

Compensating controls “refer to alternative countermeasures or safeguards put in 
place to mitigate specific security risks, in lieu of nominally recommended controls, 
as a result of legitimate technical or business constraints.” (Source: Aberdeen Group: 
Key Elements of an Information Risk Profile, April 2013) Virtual patching is a type of 
compensating control — a policy enforcement point external to the resource being 
protected, that identifies and intercepts exploitation of vulnerabilities before they 
reach their target. (Source: “Virtual Patching and Database Security: An Effective 
Compensating Control” Aberdeen Group, 2013)

Organizations cannot accept the risk exposure and negative business impact 
inherent in the cumbersome, time-consuming and costly “patch everything” 
model. Federal and state government, regulatory agencies, security providers and 
analysts agree that compensating controls provide the vulnerability protection and 
governmental/regulatory compliance required by leading organizations. 

 ― The Department of Homeland Security states that “Compensating controls 
apply security protection at or above the same level as outlined in the control 
requirement and usually do not raise risk to the security of the system.” (Source: 
Recommended Practice: Improving Industrial Control System Cybersecurity with 
Defense-in-Depth Strategies Industrial Control Systems Cyber Emergency Response 
Team, September 2016)

 ― The New York State Department of Financial Services announced new 
cybersecurity requirements in February 2017, stating that regulated firms may use 
“effective alternative compensating controls” (e.g., virtual patching) for meeting 
certain compliance standards.

 ― A 2013 Aberdeen Group study confirmed that industry and government regulations 
are strong drivers for the adoption of virtual patching as a compensating control.

 ― Security vendors such as Trend Micro recommend using a compensating control 
such as virtual patching that “shields vulnerabilities in critical systems until an 
actual patch is available and deployed — or as permanent protection in the case 
of out of support systems.” (Source: Lower Security Risks and Costs with Virtual 
Patching, August 2010)

https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf
https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
http://la.trendmicro.com/media/wp/deep-security-virtual-patching-whitepaper-en.pdf
http://la.trendmicro.com/media/wp/deep-security-virtual-patching-whitepaper-en.pdf
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 ― Gartner states that “pragmatically if you could focus your efforts on patching 
(or have a compensating control) [e.g. virtual patching] the vulnerabilities 
that are being exploited in the wild, then it would: Be an effective approach to 
risk mitigation and prevention.” (Source: “It’s Time to Align Your Vulnerability 
Management Priorities With the Biggest Threats,” Gartner, 9 September 2016)

 ― Oracle concurs that there are acceptable alternatives, stating “Organizations with 
control over their environment and a clear understanding of the costs associated 
with patching can adopt formal security patching policies and procedures that 
reflect their production requirements and risk posture that they are willing to 
assume. These organizations are also well-equipped to make informed decision 
for skipping patches altogether without significant negative impact of their risk 
posture.” (Source: “Recommendations for Leveraging the Critical Patch Update and 
Maintaining a Proper Security Posture,” Oracle, November 2010)

General Purpose Versus Specialized Security Solutions

General-Purpose Security Solutions

A general-purpose security solution covers many systems at the same time and 
typically includes an intrusion detection system along with a web application firewall 
(WAF). A WAF is one example of virtual patching. These products monitor network 
traffic, providing protection with rules that cover common attacks such as cross-site 
scripting (XSS) and SQL injection and provide coverage for applications, databases 
and networks of nearly all types. Many organizations already have these general-
purpose systems in place. These solutions may be sufficient to address many of a 
company’s systems.

Specialized Application/Database Security Solutions

Solutions that specialize in protecting specific software provide the next level of 
security. Rather than taking a generic approach to protect many systems, they 
employ rules specific to an application or database, based on that software’s known 
vulnerabilities. Some solutions monitor network traffic while others, like Rimini 
Street Advanced Database Security, monitor the database memory. These solutions 
provide a superior level of protection, stopping more threats based on specialized 
application or database-specific rules.

Database Vulnerability Security

Because databases don’t need to be accessed directly by users, there are simple 
methods that can be employed to greatly reduce the attack surface and thus reduce 
the risk of unauthorized access. The first line of defense in database security comes 
from ensuring that only authorized applications and DBAs can connect to the 
database itself. 

 ― The first step toward ensuring database security is network segmentation. 
Via network segmentation, limit access to only necessary applications. Create 
distinct application and database networks and limit incoming connections to the 
application network. Once complete and as time allows, continue to limit access 
to application and database pairs. The end result will limit access to specific 
databases and specific applications.
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 ― The second step is to create an ingress point for DBA access. Doing so will ensure 
that only authorized DBAs can make connections for the database, as discussed 
earlier. Using a secure administration host, also known as a jump server, allows 
this access to be controlled and logged. Once accomplished, enable MFA for the 
ultimate in DBA security. This ensures that if a DBA’s credentials are compromised, 
unauthorized access is still prevented. 

Along with these components, you should implement a database-specific security 
solution that includes virtual patching technology for the ultimate in database 
security, such as Rimini Street Advanced Database Security. Virtual patching is often 
more comprehensive, more effective, faster, safer and easier to apply than traditional 
vendor patching and provides organizations with faster time-to-protection against 
vulnerabilities with a more cost-effective solution and without any need to impact 
production systems. 

With traditional vendor security patching models, there is an inherent risk that code 
patches will cause new, unforeseen issues within core business systems. Virtual 
patching does not require the same extensive, time-consuming and costly regression 
testing that must be performed across every database instance and release level, 
as is seen with each new code patch introduced into mission-critical production 
systems. Providers of such database security products include Rimini Street, McAfee, 
Imperva and IBM.

Application Vulnerabilities Require Special Consideration

If it wasn’t for users, security would be easy

Databases can be “hidden” away from users, allowing connections only from trusted 
applications and administrators, but applications require access by users. For 
the best in enterprise application security, limit access to users on your internal 
network. Use a VPN for external user access, including MFA to connect to your 
internal network. Doing so reduces the attack surface and eliminates the threat from 
unauthenticated external users. When this isn’t possible, enterprise applications 
should be placed behind web application firewalls or application-specific security 
solutions that include virtual patching technology. Providers of these security 
solutions include Integrigy, Imperva, Onapsis and ERPScan.

Virtual Patching Reduces Risk

According to Aberdeen Group, virtual patching “refers to establishing a policy 
enforcement point that is external to the resource being protected, to identify and 
intercept exploits of known vulnerabilities before they reach their target. In this 
way, direct modifications to the resource being protected are not required.” (Source: 
Aberdeen Group: Key Elements of an Information Risk Profile, April 2013) Virtual 
patching updates can be automatic and adapt to continuously evolving threats.

The benefits of virtual patching solutions, as part of an overall holistic security 
strategy, are significant. (See Figure 9) For example, Rimini Street Advanced Database 
Security is a state-of-the-art virtual patching security solution for many databases, 
including Oracle, SAP HANA, SAP Sybase, IBM Db2 and MS SQL Server. It provides the 
following benefits:

Virtual patching does not 
require the same extensive, 
time-consuming and costly 
regression testing that must be 
performed across every database 
instance and release level, as is 
seen with each new code patch 
introduced into mission-critical 
production systems. Providers of 
such database security products 
include Rimini Street, McAfee, 
Imperva and IBM.

https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
https://www.ascent.tech/wp-content/uploads/documents/mcafee/virtual-patching-and-database-security.pdf
https://www.riministreet.com/Documents/Collateral/Rimini-Street-Solution-Datasheet-Advanced-Database-Security-McAfee.pdf
https://www.riministreet.com/Documents/Collateral/Rimini-Street-Solution-Datasheet-Advanced-Database-Security-McAfee.pdf
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 ― Fast protection — Virtual patching does not require modifications to source code, 
and protection can be reviewed and applied almost immediately. Virtual patching 
security solution providers commonly provide updates within 24 to 48 hours after 
a vulnerability is discovered or a patch is released by the vendor.

 ― Easy to deploy — There are no pre- or corequisite code updates or extensive 
regression tests required on production systems.

 ― Protects old and new releases — Virtual patching protection is independent of 
whether the release is fully supported by Oracle. There are no longer exposed, 
unsupported releases or major upgrades required just to receive security fixes.

 ― Comprehensive protection — Updates are delivered for exploits for which a 
vendor has never provided a security patch.

 ― Multivendor protection — Protection for a variety of leading databases, including 
those offered by Oracle, IBM, Microsoft and SAP is provided.

 ― Protects against unknown vulnerabilities — Rules-based virtual patching 
technology protects against previously identified general threats such as SQL 
injection exploits, scripting and memory-based attacks. 

 ― Monitoring with alerts — Monitoring and alerts on attempted malicious behaviors 
and actions needed to help block attacks is provided.

 

Virtual Patching Reduces the Likelihood of Risk

Virtual Patching is:
SIMPLE

Need for emergency 
patches or workaround 

is reduced

EFFICIENT

Enterprises can choose 
to avoid the hassle of 

vendor patches

CONVENIENT

Libraries & support code filers are 
unchanged, preventing disruption 

of critical applications & databases

CONTINUOUS SECURITY PROTECTION VS. VENDOR PATCHING

Figure 9: Aberdeen Group, “Beyond the Patch: Reducing the Risk of Database and 
Application Vulnerabilities,” Dec 2016
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Continuous Security Protection with Virtual Patching Versus Vendor Patching

According to Aberdeen Group, “The window of vulnerability from public disclosure 
to mitigation is substantially shorter [with virtual patching] than with traditional 
vendor patching, substantially reducing the likelihood that enterprise databases 
and applications may be compromised.” (See Figure 10.) (Source: Aberdeen Group, 
“Beyond the Patch: Reducing the Risk of Database and Application Vulnerabilities,” 
Dec 2016)

 

Medium Risk High Risk Very High Risk Low Risk

Medium Risk Low Risk Low Risk Low Risk

Unknown Months/Years

VENDOR 
PATCH

VIRTUAL 
PATCH

0 Day 
Vulnerability 
Reported

Virtual Patch 
Policy 
Update

Vendor Patch 
Available

Vendor Patch 
Installed

Vendor Patch release may take 
months or years after 0 day

Vendor Patch installs are 
typically delayed 14-18 months

Vendor Patch are typically 
updated 24-48 hours after 
0 day or vendor patch release

Vendor Patch can easily be 
installed immediately

Figure 10: Aberdeen Group, “Beyond the Patch: Reducing the Risk of Database and 
Application Vulnerabilities,” Dec 2016

Benchmark research has shown that the best-in-class performers are two times as 
likely as lagging performers to use virtual patching

Aberdeen, “Virtual Patching and Database Security: An Effective Compensating 
Control,” April 2013 (See Figure 11.)

 Best in 
Class

Industry 
Average

Laggards

57%

31%
26%

Figure 11: Best-in-Class performers use virtual patching

Virtual patching is gaining acceptance by security professionals because it is 
comprehensive, effective, faster, safer and easier to apply than vendor patches, 
and it gives organizations faster, more cost-effective time-to-protection against 
vulnerabilities, without the need to impact production systems.
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Other Key Vulnerability Components 

Intrusion Detection and Prevention — Network Security

All organizations have deployed some form of network security solution. But we 
often find that organizations fail to take full advantage of these investments to 
protect their applications and databases. For example, does your intrusion detection 
and prevention solution monitor traffic going to your applications and databases? If 
you have a WAF, are you using it to protect your web-based ERP system? Make sure 
your network team is leveraging the security investments you already have in place.  

End-User Security Controls to Protect Enterprise Systems

Remember that the vast majority of security incidents can be mapped back to 
legitimate user accounts that have been compromised by phishing, malware or 
use of default passwords. While at first it might not seem clear that traditional 
end-user antivirus and antimalware are key to protecting enterprise systems, facts 
show that they are absolutely critical. Email hygiene controls are often your first 
line of defense. Web filtering software may prevent a phishing attack. Antivirus and 
antimalware protect against remote access trojans (RATs) and other malware that 
could steal user credentials.

Monitoring and Alerts 

Protection is great, but protection alone is no longer sufficient. Someone who tries 
to open your front door but finds it locked may try a window. You need to know that 
someone attempted to gain entrance. The more layers of protection you implement, 
the greater the chance that you will be alerted to an attempted compromise. 
While databases and applications may come with built-in monitoring and alert 
functionality, they tend to be unwieldy, have significant performance overhead and 
are impractical to use. Best-of-breed monitoring solutions that provide alerts give 
you the ability to react, identify the threats and ensure that they are unable to 
compromise any of your defenses. Providers of such monitoring solutions include 
McAfee, Integrigy, Imperva and IBM.

Data Exfiltration — Detecting and Preventing 

If someone compromises your system, the ability to detect data being moved 
outside your organization is essential. Chances are that an individual gaining access 
to your data did so with valid credentials. Data loss-prevention systems can provide 
needed intelligence, but other precautions should be taken as well. Detecting and 
blocking peer-to-peer communications, Tor browsing and other popular methods 
of data exfiltration should be implemented. But even simple concepts such as not 
allowing a server to open an outbound connection can provide huge benefits and 
are often overlooked in enterprise application implementations. Discuss these 
recommendations with your network team and ensure that application and database 
servers cannot initiate outbound communications. 
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Education

Security experts debate the value of end-user security awareness training, but in a 
layered security strategy, every piece of the puzzle provides value. Just one educated 
user who spots a phishing campaign could provide the key piece of intelligence you 
need to stop an attack. So, while “soft” controls are not enough on their own, they 
certainly contribute to your overall defense in depth approach. Vendors such as 
Wombat Security and PhishMe offer security awareness and training platforms that 
allow you to easily implement a continuous training program.

To adopt and implement a comprehensive layered security strategy, consider 
vulnerability protection solutions from best-of-breed security providers whose 
business is enterprise security, such as McAfee, Imperva, Onpasis, ERPScan and 
Integrigy, and whose product portfolio includes virtual patching. These firms 
routinely discover and alert software vendors to significant vulnerabilities within 
their products.

Key Action Items:

 ― Establish network segmentation

 ― Implement multifactor authentication 

 ― Install end-user security controls

 ― Install monitoring and alert solutions

 ― Protect against data exfiltration

 ― Install intrusion detection and protection solutions

 ― Take practical steps to minimize vulnerability with virtual 
patching software

 ― Educate your users on security
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Conclusion — Don’t Ignore these Five Security 
Essentials

Securing enterprise applications and databases need not be overly complicated, 
but it does take planning. For years, attention has been primarily directed 
toward compliance requirements, such as Sarbanes-Oxley. The major focus has 
been internal controls over financial reporting (ICOFR), with examples including 
segregation of duties issues. 

Times have changed for enterprise security, and it’s important to ensure you take 
the opportunity to apply other controls to enterprise systems. Modern security 
solutions provide the fast, comprehensive, and easy-to-deploy vulnerability 
protection needed in today’s complex, multivendor technology landscape.

The good news is that you can use modern and proven solutions, knowledge and 
best practices to reduce risk to your applications and databases. For most, many 
of the concepts discussed here are already deployed throughout the organization. 
For the ones you haven’t implemented, please focus on these relatively easy steps  
to protect your organization so you don’t end up on the evening news.

Essential Layered Security Program Components
and Key Action Items Checklist

Inventory

 Inventory all your databases and applications

 Catalog your data types

 Consider outsourcing sensitive data such as credit cards

Configuration
 Immediately after an install, change the default configuration to make sure it is secure

 Regularly check your configurations to make sure they are secure

Access

 Institute formal provisioning and deprovisioning processes

 Review least-privilege access authentication and authorization

 Review your administration process

 Consider activity monitoring software

Auditing  Implement audit and monitoring solutions for enterprise applications and databases

Vulnerability Protection

 Establish network segmentation 

 Implement multifactor authentication

 Install end-user security controls

 Install monitoring and alert solutions

 Protect against data exfiltration

 Install intrusion detection and protection solutions

 Take practical steps to minimize vulnerability with virtual patching software

 Educate your users on security
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Rimini Street Global Security Services

Rimini Street’s Global Security Services team helps clients deploy a holistic, 
layered security model across the enterprise. Rimini Street provides clients with 
actionable security intelligence to reduce potential exposure. From tailored security 
vulnerability analysis reports to expert advice in the identification and selection of 
critical security controls (and vendors), Rimini Street helps clients ensure that they 
successfully reduce and manage risk far beyond ERP applications and databases.

For example, the Rimini Street Advanced Database Security solution enhanced 
with technology from McAfee, protects databases from known and unknown 
vulnerabilities by monitoring and analyzing database memory and blocking 
attempted attacks with virtual patching before they reach the database. 

Rimini Street Global Security Services offers a wide range of guidance and services 
at no additional cost to Rimini Street support clients. For more information, please 
contact us at info@riministreet.com. 

Rimini Street is at the forefront in helping customers optimize current systems 
and enabling their secure path to the future. Rimini Street is a global provider of 
enterprise software products and services and the leading independent software 
support provider for Oracle and SAP products. The company has redefined 
enterprise software support services since 2005 with an innovative, award-winning 
program that enables licensees of IBM, Microsoft, Oracle, SAP and other enterprise 
software vendors to save up to 90 percent on total support costs. Clients can 
remain on their current software release without any required upgrades for a 
minimum of 15 years.

https://www.riministreet.com/global-security-services
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