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The SAP Security 
Landscape

The second Tuesday of each month is SAP Security Patch Day.1 On these days, the 
vendor notifies licensees of Common Vulnerabilities and Exposures (CVEs) and 
available patches. SAP separately provides its Security Notes, which may include 
product-specific patches. Ironically, the Wednesday following Patch Tuesday, is 
unofficially referred to as “Hack Wednesday” or “Exploit Wednesday.” Malicious 
actors use the Patch Tuesday notifications as a guide for which vulnerabilities to target 
before security teams can apply patches.

And SAP patches only address flaws discovered by SAP themselves or reported by 
non-threat actors to SAP, not necessarily the ones discovered by malicious parties and 
actively exploited. Some CVEs have existed in SAP products since the products were 
made generally available. 

Licensees are invited to review the monthly updates and determine if they  are relevant 
to the organization’s environment. IT security teams are then responsible for applying 
the recommendations, updating configurations, troubleshooting customizations, and 
installing the patches themselves.

Vulnerabilities rarely make it to the database or the applications. Breaches typically 
come from remote access, Trojans, malware, misconfigured or stolen credentials, 
unsecure passwords, phishing, improper hardware disposal, and web facing 
solutions. Though vendor patching can help, patching alone won’t protect against all 
of these threats and related risks at the database and application layers.

 

“Even if you’re paying for SAP support, SAP 

will not do this for you. Licensees have to do 

all of the security patch application work,” 

says Luiz Mariotto, group vice president, 

global SAP support at Rimini Street. This 

process not only puts the burden on the 

licensee, but it can also fail to address key 

areas of defense.
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The Risks of Relying on 
Vendor Patches

$4.2 million
Fully-loaded median cost of technical staff for patch 

management and implementation for mid-size 

organizations

– Aberdeen Group  

The Aberdeen Group estimates the fully loaded cost of technical staff for 
patch management and implementation costs a mid-size organization a 
median of $4.2 million annually.2  In a world where the volume and severity of 
cyberattacks continues to rise, one can understand why licensees would take 
SAP Security Patch Day advisories seriously. Consider: 

 � According to F5 Labs’ 2022 Application Protection report, the highest 
number of application-layer data breaches were related to access breaches 
(phishing, brute force, credential stuffing, etc.)3  at over 30% of all data 
breach causes for the last two years.

 � Verizon’s 2021 Data Breach Investigations Report (DBIR) reports that its 
breach simulations revealed that 14% of the simulated breaches had no 
financial impact, 86% of the breaches had some financial impact, and for 
95% of the breach impacts, the financial cost was between $826 and $650K.4  

 � Ransomware attacks are steadily increasing, and rose by 105% worldwide 
and by 104% in North America from 2020 to 2021 according to a SonicWall 
survey.5

 � CIO’s 2022 IT Talent Requirements Call for Balanced Strategy report, 
cybersecurity talent was one of the top two skillsets that survey 
respondents are seeking over the next 12 months. The report also cites 
that improving cybersecurity ranked as one of the top technology-related 
challenges that respondents needed to address over the next 12 months.6

Security patches alone may not protect against modern attack vectors. Fixing 
vulnerabilities has become a time consuming and expensive chore. As a 
result, the work often gets delayed, deprioritized, or even ignored, leaving 
organizations unnecessarily exposed to data loss, reputational damage, and 
financial impacts.
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How Long Does It 
Take to Get an 
SAP Security Patch?
Below is the timespan for SAP to release patches for certain CVEs. Some of 
these patches in the chart took over a decade to patch, leaving licensees 
exposed in the meantime.  

Source: National Vulnerability Database and SAP Security Patch Day Details. Oracle Critical Patch Updates, Security 
Alerts and Bulletins. Time to patch calculated from GA date for the earliest release where the security patch was 
provided by SAP.

 � SAP commits to providing critical security 

patches for fully supported release components. 

Older versions may require a full product or 

technology upgrade to implement. 

 � SAP security patches do not address 

custom code, a leading cause of application 

vulnerabilities. 

 � Implementation could cause conflicts with 

existing environments, requiring downtime 

and regression testing to move patches into 

production. 

CVE-2020-6296

CVE-2020-26815

CVE-2021-21465

5,521

1,867

5,674

5,521

1,867

5,674

Days to Patch for Select SAP CVEs (7.0+ CVSS)
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The Smart Path: 
Layered Security 
Rather than focusing on a traditional application security model, many security 
professionals are shifting to a more holistic, defense in depth, layered security 
approach. This strategy protects your applications and databases by blocking 
attack vectors and alerting you to attempted attacks at each layer. A layered 
protection or DID approach provides a comprehensive barrier to entry, 
increases the likelihood of attack detection, and decreases the possibility 
of a successful compromise.

“Attack methodologies will become more advanced, 

and attackers will come up with new techniques that 

will be highly effective — exploiting weaknesses 

in software and systems that people weren’t even 

aware existed until forensic teams discover them 

after the fact. And this is exactly why we need to 

consider taking a more proactive stance to protect 

these systems using a risk-based approach to 

identify, understand, and control the weaknesses 

themselves by leveraging zero-day security 

methodologies and defense-in-depth technologies 

and principles.”

– Gabe Dimeglio 
Vice President and Executive Advisor of Cybersecurity, 
Office of the CTO 
Rimini Street
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APPLICATIONS

HOST

NETWORK

PERIMETER

PHYSICAL

POLICIES,
STANDARDS, & AWARENESS

OS, vulnerability management, malware protection

Encryption, identity management, segmentation

Firewalls, NAT, DoS prevention

Fences, walls, guards, locks, keys, badges, etc.

Data classification, password strengths, code reviews, usage policies

Air-gapped backup

SSO, identity propagation, trust, authentication,
authorization, coding practices

DATA

Policies, Standards, 
and Awareness
The top layer of defense-in-depth consists 
of creating governance and awareness 
within your organization. Most attacks 
start at this level. The activities here help to 
prevent your personnel from doing things 
like giving away their password or falling for 
a phishing attack.

Benefits of a Layered Security Approach 
A layered security strategy employs multiple tools to defend against a litany of possible attack routes. In a layered security strategy, security operations and IT teams 
can choose innovative security models and tools that can offer more effective and faster protection against vulnerabilities than chasing SAP’s patch updates. 
These alternatives provide equal or better protection than patching alone.

There’s no single product or solution that keeps any company secure. Most companies have multiple security products and solutions, and it is typically a defense-
in-depth, layered security approach as seen here:

Physical, Perimeter, 
and Network Layers
These layers address a broad range of activities from 
employee badges to firewalls and encryption. Think 
of this as the fence around the kingdom. This includes 
both physical checkpoints, like using biometrics to 
ensure only authorized people enter physical areas, 
as well as, protecting digital entryways where firewalls 
and encryption are used to keep malicious actors out.  

Host, Application, 
and Data Layers
This is the core of the stack and the biggest 
concern for SAP licensees. If an attacker 
gets to this level, they may have access to 
systems of record and other sensitive data 
ripe for exploitation. Securing these layers 
has traditionally been the responsibility of 
the licensee.
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Rimini™ Protect provides security advisory, 
engagements, and solutions throughout the 
defense layers.

Our Global Security Services help you implement a holistic, layered security 
model across the enterprise, including support, managed services, and 
professional services to help you reduce potential exposure. 

From tailored security vulnerability analysis reports to expert advice in 
the identification and selection of critical security controls and vendors, 
Rimini Street helps to proactively identify, prevent, and mitigate vulnerabilities 
to better secure your application environment.

The Rimini Street Approach to 
Defense in Depth  

APPLICATIONS

HOST

NETWORK

PERIMETER

PHYSICAL

POLICIES,
STANDARDS, & AWARENESS

DATA
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Rimini™ Protect for SAP
For SAP clients, we offer an umbrella of services designed to protect against the evolving threat landscape. 

What is a Rimini Street Security Vulnerability Analysis Report (SVAR)? 

Our SVAR Program saves your team members from 
having to run down each SAP security alert and 
determine if it is applicable to your industry and/or 
your SAP software landscape.

With this complimentary service, we offer our SAP clients a SVAR report 
and send it to you every month and as needed for out-of-band fixes 
to alert you to the items that specifically apply to your landscape with 
recommendations to mitigate the risk of CVEs without patching. All your 
team has to do is review what is determined applicable and contact us to 
apply the remediation recommendations.

Advisory Security Services Fee-Based Security Services Security Solutions

Level 1 security assessments

SAP hardening guide

Monthly and off-cycle security
vulnerability analysis reports (SVARs)

Client-specific security customizations

Assistance for perimeter, network,
and host layers (e.g. WAF config)

In-depth security assessments

Security enhancements

Security configuration enhancements 

Strategic security roadmaps

Rimini Protect for SAP Apps

Rimini Protect for Databases
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Rimini Street Security Solutions for SAP include:  

Rimini™ Protect for SAP Apps 
A fully managed service enhanced with technology created by RedShield, 
a leader in web application security. RedShield provides shields to 
remediate application vulnerabilities at speed and scale without touching 
a line of code. Combined with Rimini Street’s extensive security and 
compliance framework and software security professionals, RedShield 
technology protects your SAP environment from incoming threats, like SQL 
injection, privilege escalation, DDoS, and other sophisticated attacks and 
neutralizes the threat. 

Response traffic from your SAP application can also be vulnerable. 
Outgoing responses are shielded to harden them against attack. 
Rimini Protect for SAP Apps also intercepts and transforms response 
traffic at the proxy layer to improve cookie hygiene, prevent session 
hijacking, and rewrite URLs to prevent data disclosure.   

Rimini™ Protect for Databases
A fully managed, easy-to-apply service that provides more comprehensive 
security and faster time-to-protect than traditional vendor database 
patching enhanced with technology from McAfee. It protects databases 
from known and unknown vulnerabilities by monitoring and analyzing 
database memory and blocking attempted attacks using virtual patching 
before threats reach the database – without costly regression testing.

Rimini Protect has stopped more than 3 million 
Log4j attacks, and counting. 

 � December 9: Log4j reported (CVE-2021-44228) impacting 
93% of all cloud environments 

 � December 10: Software objects developed, tested, and 
deployed to mitigate Log4j vulnerabilities within 24 hours – 
without touching the source code
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Rimini™ Protect for SAP Compared 
to SAP Patching 
 
The chart below compares Rimini Street’s defense in depth approach against SAP’s patching model. 

 

PATCHING

Mitigation or patches for vulnerabilities

Provides security notes or vulnerabilities reports 

Protection designed for the multi-vendor, hybrid enterprise

Priority response and support for vulnerabilities, including customizations

Protection for unsupported releases 

Option for “zero-day” protection against known and unknown vulnerabilities

No need for costly regression testing due to software code changes

Updates are applied seamlessly, speeding time-to-protection and reducing workload

Ability to monitor, report, and alert attempted attacks

Next Steps:
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About Rimini Street
Rimini Street, Inc. (Nasdaq: RMNI) is a global provider of enterprise software products and services, the leading 
third-party support provider for Oracle and SAP software products and a Salesforce® partner. The company offers 
premium, ultra-responsive and integrated application management and support services that enable enterprise 
software licensees to save significant costs, free up resources for innovation and achieve better business outcomes. 
Global Fortune 500, midmarket, public sector and other organizations from a broad range of industries rely on 
Rimini Street as their trusted enterprise software products and services provider.

riministreet.com
info@riministreet.com
twitter.com/riministreet
linkedin.com/company/rimini-street
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